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Title 21 CFR Part 11 is the part of Title 21 of the Code of Federal Regulations that establishes the 

United States Food and Drug Administration (FDA) regulations on electronic records and electronic 

signatures (ERES). Part 11, as it is commonly called, defines the criteria under which electronic records 

and electronic signatures are considered trustworthy, reliable, and equivalent to paper records (Title 21 

CFR Part 11 Section 11.1 (a)).[1][2][3] Recently there has been greater emphasis on data integrity 

portion by regulating bodies in the Pharmaceutical and Biopharmaceutical industry. Figure 1. According 

to GMP Trends, half of FDA warning letters and EU noncompliance statements at foreign sites included 

data integrity issues. Additionally, 65% of FDA warning letters that cited data integrity issues involved 

data deletion or falsification. [4] The old adage “if it’s not written down it didn’t happen” has broadened 

in the digital document age to “if it’s not recorded, secured, backed up, and have an audit trail it didn’t 

happen.” The increase in regulatory scrutiny has spotlighted the misuse of electronic data in areas of 

access controls to electronic systems, audit trail reviews, backing up of data and supplier quality 

management.    

 

Additionally, the interpretation of forensic lab classifications has also evolved as well. What was 

traditionally referred to as an expert lab following research lab standards have become highly compliant 

labs operating in accordance with CGMP requirements.  Across instrument manufacturers there has been 

a spectrum of solutions developed with opportunities for pharmaceutical companies to develop effective 

data integrity strategies instrument manufacturers there has been a spectrum of solutions developed with 

opportunities for pharmaceutical companies to develop effective data integrity strategies.  These range 

from creating GxP compliant modules to the reissue of older versions of software to demonstrate 

compliance to directing customers to 3rd party software solutions.  

 

In this poster presentation the author will review the current solutions Amgen Inc. Thousand Oaks site 

forensic group has developed to achieve compliance. The purpose is to share best practices and have 

open discussion to what works and what does not so that the pharmaceutical/biopharmaceutical industry 

as a whole may continue to produce the best possible drug products for all our patients.   

 

Ensuring data integrity compliance requires multiple physical, procedural and process-related 

approaches.  Having multiple layers of physical control can be achieved through access limits to 

buildings and laboratory instrument computers. Within the limited access laboratory environment 

computer controlled systems need to have unique logins to assure that only authorized personnel have 

access.  Controlling software logins are also used when available.  

 

One approach to controlling instrument generated data is by saving it to a restricted portion (e.g. no re-

write/delete/rename) of the local drive. This is considered raw data and is saved in the proprietary 



 

 

format of the instrument manufacturer to ensure all metadata is kept intact. Converting to more generic 

formats runs the risk of losing critical imbedded metadata such as user and audit trails.  An archived 

copy the raw data is automatically created daily to a remote qualified compliant network server.  Users 

only have read access and do not have permissions to write to the remote server. The archive server 

itself is also backed up on a periodic schedule. Figures 2-4. This strategy allows tracking of the creation 

of data files and ensures the integrity of the data files.  
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Figure 3. Schematic of SEM/EDS data paths  Figure 4. Schematic of microscope data paths 

 

Figure 1.  Recent FDA Warning Letter Trends [2] 

Figure 2.  Part 11 compliant data path schematic for FTIRs   

Figure 3.  Part 11 compliant data path schematic for SEM & EDS.   

Figure 4.  Part 11 compliant data path schematic for Light Microscopes 
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